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Abstract—Since the privacy concern has been raised in
recent years, it is required to provide guaranteed privacy
service to the user. The privacy of the existing privacy pre-
serving schemes using Private Information Retrieval (PIR)
is purely based on either the intractability assumption or
non-colluding assumption. These intractability based PIR
schemes have clearly failed to provide guaranteed service
if the server is able to execute unbounded polynomial
time computations. Till date, there is no single database
PIR construction that can overcome intractability based
methods to provide information-theoretic user privacy with
O(o(n)+d log N) communication where n is the database
size, N is the RSA composite, d is an integer constant.
In order to provide the information-theoretic privacy,
we have successfully constructed the information-theoretic
PIR technique. The “identically distributed” (i.e., equally
probable random number selected from Z+1

N ) query inputs
are the basic building block of information-theoretic query
construction and this information-theoretic query assures
user privacy. The construction of new recursive 2-bit en-
cryption method assures both data privacy. Conventionally,
privacy refers to user privacy until and unless externally
stated.

Index Terms—Private information retrieval, User pri-
vacy, Information-theoretic privacy, Identical distribution

I. INTRODUCTION

The requirement of the privacy preserving techniques
has been considered seriously in recent years due to the
non-existence of practical information-theoretic privacy
preserving techniques. Since the computation capability
of the recent computing machines has been increasing
exponentially, the intractability based privacy preserving
methods are considered as a serious threat to privacy
concern in recent years.

Private information retrieval [1] is one of the user
privacy preserving techniques to retrieve a single bit
from n database privately. If the PIR protocol involves
a computationally bounded server then such scheme
is considered as computationally bounded PIR (cPIR)
in which the privacy is preserved based on well de-
fined cryptographic intractability assumptions. If the PIR
protocol involves information-theoretically private non-
colluding replicated database server(s) then such scheme
is considered as information-theoretic PIR (itPIR) in
which the privacy is preserved based on information
theory.

Several efforts [2], [3], [4], [5], [6], [7], [8], [9], [10],
[11], [12], [13] by the researchers were done on mak-
ing PIR practical using different intractability assump-
tions like Quadratic Residuosity, Phi-Hiding, Composite
Residuosity, One-way function, Lattice etc as listed in
Table I. The extensive research work [14], [15], [16],
[17], [18], [19], [20], [21] has been carried out in itPIR
construction with database replication to provide at most
privacy.

Motivation: Notably, public key based general en-
cryption schemes like RSA, Paillier, Rabin, Goldwasser-
Micali etc differ from the public key based PIR schemes
as

• The former schemes concentrate on providing the
data privacy and the user privacy is inbuilt where
as the latter schemes concentrate on providing user
privacy and the data privacy is inbuilt.

• The communication cost of the former schemes is
generally as minimum as the plaintext size where
as the communication cost of the latter non-trivial
schemes is at most the plaintext (or the database)
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Fig. 1: Abstract view of information-theoretic Privacy PIR scheme

TABLE I: Comparision of various PIR schemes

Scheme Type User privacy
assumption

Integrity
support

Kushilevitz and
Ostrovsky[22] cPIR QR No

Chor and Gilboa[2] cPIR OF No
Cachin et.al[3] cPIR φ-Hiding No
Ishai et.al[4] cPIR Anonimity No
Aguilar-Melchor and
Gaborit[5] cPIR Lattice No

Groth et.al[6] cPIR φ-Hiding No
Jonathan and Andy[7] cPIR TG No
Kushilevitz and
Ostrovsky[8] cPIR TP No

Chang[9] cPIR Paillier No
Gentry and
Ramzan[10]

cPIR φ-Hiding No

Chor et.al[11] cPIR QR No
Lipmaa[12] cPIR CR No
Cachin et.al[13] cPIR φ-Hiding No
[14], [15], [16], [17],
[18], [19], [20], [21]

itPIR IT No

Proposed scheme itPIR No Assumption Yes
QR=Quadratic Residuosity,CR=Composite Residuosity,IT=Information Theoretic, OF=One-way func-

tion, TP=Trapdoor permutation, TG=Trapdoor group

size.
• The former schemes can also be used for preserving

user privacy but they are communication inefficient.

Interestingly, in [22], authors have selected the query
input as quadratic non-residue number to the power
a ∈ {0, 1} for the interested bit (where a=0 if the
interested bit is zero otherwise a=1) and quadratic
residue numbers for the remaining bits. Selection of this
quadratic residuosity numbers based on the interested
(or required) bits is covered under Quadratic Residuosity
Assumption (QRA). Also, notably, the PIR construction
of [22] uses quadratic residuosity property for both types
of privacy concerns (i.e., preserving user privacy) as well

as preserving data privacy).
The existing PIR schemes seriously suffer from the

following drawbacks.

• If there is a practical information-theoretic privacy
preserving construction, then there is no scope for
intractability based schemes.

• Even the best communication efficient intractability
based scheme does not provide the level of privacy
as the privacy of the non-trivial information-theoretic
privacy preserving schemes.

• There is no integrity supported schemes constructed
yet.

• Information-theoretic privacy preserving schemes
provides information-theoretic privacy than the in-
tractability based privacy.

• No provision to minimize the size of the security
parameter in intractability based schemes.

Our construction: Conventionally, the privacy refers to
user privacy. The basic assumption is that both user and
the sever are trusted. We have proposed a new framework
with the following features.

• Construction of information-theoretic query from
identically distributed domain( i.e., Z+1

N ).
• A new recursive 2-bit encryption method which sup-

ports the information-theoretic query.
• Generation of O(o(n)+d log N) communication bits

from recursive 2-bit encryption method.
• Inbuilt data integrity support to the user over the

intermediate adversary.

II. PROPOSED SCHEME

The proposed PIR scheme is a 4-tuple set
(KG,QG,RC,RR) namely Key Generation, Query
Generation, Response Creation and Response Retrieval
respectively.



At the high level, user generates two set of query
parameters using Query Generation (QG) algorithm. The
first set consists of quadratic residuosity based public
and private key pair and the second set consists of
“identically distributed” random numbers selected from
Z+1
N . The first set is used for the data privacy of the com-

municating data and the second set is used for preserving
the user privacy. Using the query and the database,
server generates the response as follows. On receiving
the information-theoretic random number (Note that the
random number is used for the database index) and
the public key from the query, server executes a new
quadratic residuosity based recursive 2-bit encryption
method on the database and outputs the ciphertext set
as response using Response Creation (RC) algorithm.
Note that, each successive 2-bit encryption function
encrypts two bits and outputs one intermediate bit. The
response has two components, first component is the
final output ciphertexts and the second component is the
intermediate bits generated during encryption. Finally,
using the response and the private key, user decrypts the
response privately and retrieves the required information
using Response Retrieval (RR) algorithm.

A. Basic Scheme

Let us consider n bit database DB={b1,b2,· · ·,bn}. Let
us consider a 3-tuple set D′ ⊆ DB × DB × DB and
D′

={(bi, bi+1, bi+2) : i ∈ [1, n-2]}.
The main goal of this work over intractability based

PIR construction is to introduce an information-theoretic
PIR in a single database setting. The detailed protocol
description is as follows. Refer Fig. 1 for the abstract
view of the overall process execution.
1) User generates the quadratic residuosity based public

and private key pair (PK ,SK ) using KG algorithm.
In order to construct the information-theoretic query,
user generates the “identically distributed” random
input r R←− Z+1

N using QG algorithm.
2) Using the query and the database DB, server gener-

ates the response R=(β, T ) using RC algorithm as
given in Eq. 1.

EPK ,i(bn-1, bn, r, EPK ,i-1(·)) = (β, T ) (1)

where i ∈ [n-1, 2] and each successive encryption
functions EPK ,i(bn-1,bn,r,EPK ,i-1(·)) of Eq. 1 encrypt
each tuple of D′

. β is the final output ciphertext of
the recursive 2-bit encryption of Eq. 1 and T is the
intermediate bit set consisting of (n − 1) bits. Note
that, since there are n−1 2-bit encryptions executing

in Eq. 1, it is intuitive that there are exactly (n− 1)
intermediate bits generated from Eq. 1. Since security
of each EPK (·) is coved under Quadratic Residuosity
Assumption (QRA), server sends plain intermediate
bits along with β to the user.

3) Using the private key SK, and the response R, user
retrieves the required bit bi, i ∈ [n], using RR
algorithm as

bi = DSK ,j(EPK ,j(bn-1, bn, r,DSK ,j+1(EPK ,j+1(·))))
(2)

where j ∈ [i, n-2].

B. Performance analysis

Privacy: The proposed scheme provides information-
theoretic user privacy and quadratic residuosity based
data privacy where as the exiting schemes provide
intractability assumption based user and data privacy.
Computation: The proposed scheme involves linear
number of modular multiplications during RC algorithm
execution where as most of the public key based PIR
schemes involve exponential modular multiplications.
Communication: The communication cost of the pro-
posed scheme reaches non-triviality (i.e., less than the
database size) when ((o(n) + d log N )/n)=0 for all
c0 > c and n=2c0 where c is an integer constant.
The existing information-theoretic schemes generates
minimum of O(n) number of communication bits.

C. Advantages

Privacy critical applications: Since the proposed
scheme provides information-theoretic privacy, any pri-
vacy critical applications like Military operations, Patient
health record search, Patent search etc can directly utilize
the scheme in order to provide guaranteed service to the
user.
Computation: The biggest advantage of the proposed
scheme is the computation overhead. Since the scheme
involves only linear number of modular multiplications,
the overall protocol execution time is comparatively
small. Hence, even the resource constrained participating
entities can also adopt this scheme.
Inbuilt integrity support: The novel contribution of the
proposed scheme is the tamper evidence to the verifier
(i.e, the user). The proposed recursive 2-bit encryption
always guarantees that the residue obtained during the
last step of RR algorithm is same as the input random
number sent through the query. This feature always
provides a proof of integrity to the user. So, the protocol
successfully identifies the integrity of the data coming
from the server.



III. CONCLUSION WITH OPEN PROBLEMS

This research work is only the stepping stone to
reach the fast and communication efficient information-
theoretic single database PIR solution. Therefore, in
this paper, we have constructed a new recursive 2-bit
encryption method which supports user privacy through
“identically distributed” query input drawn from Z+1

N and
data privacy through quadratic residuosity based public
key cryptography. Along with the privacy concerns, the
proposed recursive 2-bit encryption method supports
both non-trivial communication cost for some message
length and the inbuilt integrity support.

Reducing the communication bits to a sub-linear size
involves extra effort since the basic requirement of any
PIR protocol is to involve all the database bits during the
response creation. Also, it is more challenging to reach
the logarithmic computation in number-theoretic public
key cryptography. Even though the proposed scheme
still preserves the same level of user privacy for all the
negligible security parameters, the data privacy cannot
be achieved for all negligible security parameters. There
always be a need of preserving both user and data privacy
in PIR setting. In order to make the PIR scheme for real-
time use, there are two possible improvements need to
be done to the proposed setting. First, the computation
cost must be reduced considerably and the second is
to rearrange the subset of database bits in such a way
that the parts of the response creation process can be
distributed to the child processes. Therefore, reduction
of communication bit in an information-theoretic PIR,
effective use of small security parameter for preserving
both user and data privacy and the number-theoretic
practical fast PIR scheme is still an open problem.
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